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Your Responsibilities:
s Work aafely and sccurely,
® Enew how your actions impact the safety and secunty of others.
# Protect cach other, the prblie, and our environment,
* Protect SNL assets (intormaten and propenty ),
® Ohey barmeades, signs. postings, fabels, and tags:
o Ak guestonswhen mn doebr, and communieate MYy concermns,
® Do not participaie m activities yon believe are unsafe or compromise security.
» Queston persons withoul g badge or whe are not working safely or securely,
® Complete training requirements for yonr work area and activities,

® Provide feedback o niake Umprovenents.
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Integrated Safeguards & Security Management (ISSM)

at Sandia

ISSM Objective

To integrate Security info manegement and work Sandia has an effective sequrity program. To remain
practices at ail leveks =0 that migsions ore acoomplisked robust, we must undergo periodic reviews end improvements
zecurely. Sandia menagement and stoff are recponzible Ling owmerzhip of ecurity and protection messures

and acoourteble for security implement of ion strengthens, sestaing, and improves security: Those

rezponsible for operational success are also accourttable For
the security of thoze operations, 155M helps ensere that

“Bu”d Iﬂ“ SQ(,'WI"? everyome hag personal responsibiity and accowntability for
Asyou elready do for ES&H through the Integrated SELorigEER ted fui thelr work, th! Thay:
Safety Management System (ISMS), epply the five core - A
Finetions (below) to your werk e 2o that * Are swors of what needs fo be protected m their
zecunity iszues ape addreszed dusing plenning, warkplace (and why)
performance, and eszessment phazes Applying these
common-sense elements will enchle you fo dorry out * Can lecote and understand security requirements and

Sandia's missian, while protectng vitel naf jongl ezzet= whitk thiy need to doto per-farm their work et

L Plan Waork - Translate migsions #rto work: identify
potential requirement s, set expectotions, identify
ond prioritize toska, identify refated security

* Can ask questions ond obtain answers about security

requirements and issues

* Are encouraged fo provide thes idess about how
security might be improved,

assets, and ellocate récources.

2 Evaluate Risk - Anclyze security risks ossocioted e s T
with work to determine opplicoble requirements. Exempllf’ﬂng The 155”‘ 5PIFIT

Securiy perzonnel ghrive To ensure that requirements tell
3. Implement Controls - Tailor end mplement comtrols you the "what® that needs to be accompliched, while adliowing

fo mitigate rig you, whenever practical, fo determing the "how” Your

i ; participation 'on Security teams, review of droff security

Parf = iahis » practices, end participation in pifot projects will reulf in
@ Wiorli = Entabliali-scaarry sy fod gimpler, more troansparent security processes that mest

perform work sccordinghy your operafional needs

Provide seggestions to yvour monager, Division s or Jenter's

& Imphove Proess - Gathier Teadback shootthe Security Represenfative, or to Secerity persornel This
edequocy of security measures and contrals, feedback is en important part of Sandia's ability to meat

o miggion securely and safely. Sandia management cees

implement improved werk processes, and share best your input to provide feedback o DOE/MNRSA 1o help

practices and lessons lecrned, ensure we can appiy resources effectively.
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